
US006714977B1 



(i2) United States Patent (io> Patent No.: us 6,714,977 Bi 

Fowler et al. (45) Date of Patent: Mar. 30, 2004 



(54) METHOD AND SYSTEM FOR MONITORING 
COMPUTER NETWORKS AND EQUIPMENT 

(75) Inventors: John J. Fowler, Austin, TX (US); 

Gerard L. Cullen, Austin, TX (US) 

(73) Assignee: Netbotz, Inc., Austin, TX (US) 

( * ) Notice: Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 0 days. 

(21) Appl. No.: 09/429,504 

(22) Filed: Oct. 27, 1999 



(51) 

(52) 
(58) 



(56) 



Int. CI. 7 G06F 15/173; G06F 15/16; 

G05B 15/00 

U.S. CI 709/224; 709/219; 700/83 

Field of Search 709/224, 218, 

709/219, 223; 348/152, 153, 154, 155, 
64; 700/83, 258, 259; 340/506, 539.22, 
539.24-539.28, 541, 545.2; 702/187-189; 

715/501.1 

References Cited 
U.S. PATENT DOCUMENTS 

4,747,041 A * 5/1988 Engel et al 713/324 

4,823,290 A 4/1989 Fasack et al. 

5,086,385 A * 2/1992 Launey et al 700/83 

5,097,328 A * 3/1992 Boyette 348/150 

5,109,278 A * 4/1992 Erickson et al 348/153 

5,220,522 A * 6/1993 Wilson et al 708/134 

5,229,850 A * 7/1993 Toyoshima 348/153 

5,289,275 A * 2/1994 Ishii et al 348/154 

5,553,609 A * 9/1996 Chen et al 600/301 

5,566,339 A 10/1996 Perholtz et al. 

5,581,478 A 12/1996 Cruse et al. 

5,621,662 A * 4/1997 Humphries et al 700/276 

5,732,074 A * 3/1998 Spaur et al 370/313 

5,742,762 A * 4/1998 Scholl et al 709/200 

5,798,798 A * 8/1998 Rector et al 348/476 

5,829,130 A * 11/1998 Miller 29/868 

5,926,210 A * 7/1999 Hackett et al 348/159 

5,955,946 A 9/1999 Beheshti et al. 



5,991,885 A * 11/1999 Chang et al 713/300 

6,078,253 A * 6/2000 Fowler 340/501 

6,108,782 A 8/2000 Fletcher et al. 

6,112,235 A 8/2000 Spofford 

6,115,468 A * 9/2000 De Nicolo 379/413 

6,138,249 A * 10/2000 Nolet 714/25 

(List continued on next page.) 

FOREIGN PATENT DOCUMENTS 

EP 0 591 585 Al 9/1992 

EP 0 927 933 A2 11/1998 

EP 1 178 628 A2 7/2001 

JP 2000209204 A2 1/1999 

WO WO 99/15950 4/1999 

OTHER PUBLICATIONS 

Axis Communications, "Axis 2400/2401 Administration 
Manual Version 1.1", www.axis.com/techsup/cam_24O0/ 
index.htm, version 1.1. xx, part No. 16741, pp. 1-78, 
Jul.1999.* 

(List continued on next page.) 

Primary Examiner — Jason D. Cardone 

(74) Attorney, Agent, or Firm — Tolcr, Larson & Abel, LLP 

(57) ABSTRACT 
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system includes instructions for processing the signals. An 
alarm signal can be generated when any of the physical 
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a network-based interface such as an HTML interface for 
providing programming instructions to the microprocessor 
and for receiving monitoring status and alarm information 
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METHOD AND SYSTEM FOR MONITORING means to monitor and maintain their computer network 

COMPUTER NETWORKS AND EQUIPMENT equipment from failing while not having the resources to 

afford the high-priced solutions currently available. Many 
firms cannot afford a high-end solution or simply do not 

TECHNICAL FIELD OF THE INVENTION 5 nave tne t j me and res0 urces to train their IT personnel to 

The present invention relates generally to computer net- learn and use complex systems. Instead, the common moni- 

work and equipment monitoring systems and methods and, toring method in many such companies is user complains to 

more particularly, to computer network monitoring systems the IT manager to indicate when a problem has occurred, 

that can be accessed locally or remotely. Even more The idea is that someone in the organization will notice a 

particularly, the present invention relates to a computer io failure and call for repairs before damage can be done. The 

network and equipment monitoring system that can provide reality, however, is that most IT managers have suffered 

real-time status of environmental conditions, alarm some form of server room damage from excess heat or other 

functions, and real-time video imaging of a space or equip- physical phenomenon or simply just failure, 

ment being monitored over a global network, such as the This is especially true for companies having multiple 

internet. is server rooms and that have concerns about routine access to 

BACKGROUND OF THE INVENTION each of mese rooms - For exam P le > most IT managers would 

like some form of remote access for determining the status 

Data traffic on networks, particularly on the internet, has 0 f a server room _ Additionally, concerns exist with current 
increased dramatically over the past several years, and this solutions regarding the manpower intensiveness of these 
trend will continue with the rapid growth of e-commerce and 2Q solutions. Most network monitoring solutions can consume 
other services on the internet requiring greater bandwidth. a f^. or part-time employee. The financial justification for 
With this increase in data traffic on networks, there has been tnese systems is, therefore, difficult because network equip- 
a corresponding increase in the number of computer equip- ment typically fails yearly, or on a disaster basis, and the cost 
ment rooms, known as "server rooms," used to house the of reC overy is seen as less than that of maintaining a 
equipment necessary to support data traffic routing. 25 full-time employee to routinely monitor the equipment. 
Furthermore, the increasing dependency of companies on similar concerns exist for monit oring rack-mounted com- 
ities internet presence has created an urgency to keep the ts sucfa ^ individual components within a rack can 
server rooms up and running at all times. Industry estimates be monitored remo tely. Also, current monitoring solutions 
show that there are over 400,000 such rooms currently m do Qot prQvide for yideo imaging of remQte Moas 
existence in the United States. 3Q over a netW ork. Computer equipment is typically placed in 

The growth in internet traffic has prompted many busi- serV er rooms for two reasons: security and environmental 

nesses to construct a server room to allow their employees control. Remote video imaging of a server room over a 

to access internet information or enable e-commerce and network can provide for maintaining security of the equip- 

slore data. Once viewed as a goal, continuous server up time mcnt despite the lack of a physical presence on site, 

has become a necessity. Keeping track of numerous 35 A typical computer room can house hundreds of devices, 

computers, along with associated badges routers, backup ran ^ from expensive server grade computers to bridges, 

power supplies, etc., can be a formidable task. A large rou ters, uninterruptable power supphes and telephone equip- 

company with server rooms in more than one city might well ment A servef room's environment requires monitoring 

be faced with spending thousands of dollars on software because om of Umit environmental variables can eventually 

packages to keep their equipment running Prices of $1,000 40 affect the equipment in the room. For example, high 

per computer are common. Dedicated technicians are also temperatures, humidity (for example, from water leaks), or 

needed to monitor network equipment and issue work orders lack of aif flow can dctr imentally affect the equipment, 

to repair failed units. Similarly, alarms, such as smoke and fire alarms, or the 

While reliable, modern computer systems cannot tolerate status G f r0 om openings, are important to determine. While 
excess heat, dust or humidity. Heat can rapidly cause equip- 45 lne expense of replacing server room components if they fail 
mcnt deterioration. Failure of CPU cooling fans can reduce ^ greatj currently existing monitoring solutions are not cost 
equipment lifetime to days or hours. A single high-speed effective for smaller-sized companies to implement despite 
LAN (local area network) failure can cause slow system the potential costs of such losses, 
response. These and other such failures within the equip- 
ment in a server room occur routinely and can cause great 50 SUMMARY OF THE INVENTION 
disruption to a business. Therefore, a need exists for a method and system for 

Solutions do currently exist for monitoring computer monitoring computer networks and equipment that can fit 

networks and equipment to prevent such failures. However, into different levels of information technology ("IT") 

these solutions are primarily targeted at high-end, very large management, from very large companies with large network 

systems such as those used by large corporations or insti- 55 operation centers and deployed worldwide networks, to 

tutions that have large budgets to support equipment moni- small companies with one internet server, 

toring. For example, Hewlett-Packard provides a high-end A further need exists for a computer network and equip- 

monitoring package with a starting price of around $250, ment monitoring method and system that can be imple- 

000. In the middle tier, smaller monitoring solutions can be mented in a small space, is simple to install, maintain and 

had for approximately $20,000. Some of these systems only 60 manage, and is reliable. Such a system can be configured 

permit iaspection of devices on a local basis. Others permit with no moving parts, such as the keyboard, disk drives or 

a technician to inspect geographically diverse installations monitors of conventional computer systems, 

from a central console. However, all of these solutions are An even further need exists for a computer network and 

expensive to implement and complex and difficult to main- equipment monitoring method and system that can provide 

tain and train personnel to use them. 65 access and control through a global network such as the 

As a result, small to medium companies having small to internet and that are capable of processing HTTP, HTML, 

medium networks are left in the position of requiring a MIME, TeleNet, TCP/IP and SNMP, standards. 
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A still further need exists for a computer network and 
equipment monitoring method and system that can provide 
a video image of a room upon the occurrence of a pre-set 
condition, such as a door opening. 

Still further, a need exists for a computer network and 
equipment monitoring method and system that can perform 
continuous computer network monitoring, monitoring of the 
environmental conditions of a computer room, and an evalu- 
ation of individual components, and automatically provide a 
report in the event of an out -of- limit condition. Such a 
system and method should be able to determine the power 
status of a device, use SNMP, Bios API, or Windows NT (or 
similar operating systems) to determine accessory 
conditions, assemble a complete report, and send email or 
pager messages on out-of-limit conditions. 

An even further need exists for a computer network and 
equipment monitoring method and system that can commu- 
nicate to personnel monitoring the system via the internet 
through, for example, an Ethernet 10-base-T Category 3 or 
Category 5 wire, or through an optional dial-up telephone 
line for network down conditions. 

A still further need exists for a computer network and 
equipment monitoring method and system that can measure 
the physical conditions of a server room, such as room 
temperature, humidity, and/or air flow, and detect whether a 
smoke alarm has gone olf. 

Furthermore, a need exists for a computer network and 
equipment monitoring method and system that can report 
equipment or environmental conditions via the internet 
through a Web page, email or through a pager or a telephone 
call. 

A still further need exists for a computer network and 
equipment monitoring method and system that can provide 
a downloadable memory function to make adding or chang- 
ing functionality simple. IT managers can thus modify or 
even invent tasks for the system. Administration can be via 
straightforward HTML tables requiring no training. 

A further need exists for a computer network and equip- 
ment monitoring method and system that can provide a 
micro web-server powered through an Ethernet cable, thus 
eliminating the need for the micro web server to have a 
wall-supplied power source. 

Moreover, a need exists for a computer network and 
equipment monitoring system and method with the ability to 
control an external, high-voltage load from either a remote 
or local location. 

In accordance with the present invention, a computer 
network and equipment monitoring method and system are 
provided that substantially eliminate or reduce disadvan- 
tages and problems associated with previously developed 
systems and methods for monitoring computer networks and 
equipment. 

More specifically, the present invention provides a 
method and system for monitoring a space and its contents 
over a network. The system can include an embedded 
microprocessor, such as Java microprocessor, to provide 
processing and network connectivity capability, and sensors 
to detect physical parameters associated with the space. The 
sensors can generate one or more sensor signals represen- 
tative of the detected physical parameters. An analog-to- 
digital converter can convert the sensor signals to a digital 
format and can provide corresponding digital signals to the 
microprocessor. 

The system further includes instructions for processing 
the sensor signals and corresponding digital signals. An 
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alarm signal can be generated when any of the physical 
parameters exceeds a corresponding threshold value. The 
system of the present invention can have at least one 
input/output port for communicating with the network and 

5 one or more memory modules for storing system data. The 
system of this invention can have a network-based interface 
for providing programming instructions to the microproces- 
sor and for receiving monitoring status and alarm informa- 
tion from the system. The interface can be an HTML 

10 interface. A power source provides power to the system. 
The present invention provides a technical advantage of a 
computer network and equipment monitoring method and 
system that that can be implemented in a small space, is 
simple to install, maintain and manage, and is reliable. 

is A further technical advantage of the present invention is 
its ability to provide access and control through a global 
network such as the internet and the capability to process 
HTTP, HTML, MIME, and SNMP standards. 
An even further technical advantage of the present inven- 

20 tion is the ability to provide a video image of a room upon 
the occurrence of a pre-set condition, such as a door opening 
or whenever the website is addressed. 

Still further, a technical advantage of the present inven- 
tion is the ability to perform continuous computer network 

25 monitoring, to monitor the environmental conditions of a 
computer room, and to evaluate individual network compo- 
nents and automatically provide a report in the event of an 
out-of-limit condition. 
A still further technical advantage provided by the present 

30 invention is the ability to communicate with personnel 
monitoring the system via the internet or an intranet. 

An even further technical advantage of the present inven- 
tion is the ability to report equipment or environmental 

35 conditions via the internet through a Web page, email or 
through a pager or a telephone call. 

A still further a technical advantage of this invention is a 
downloadable memory function to make adding or changing 
functionality simple. 

40 Still further, a technical advantage provided this invention 
is a micro web-server powered through an Ethernet cable, 
thus eliminating the need for the micro web server to have 
a wall-supplied power source. 

Moreover, a technical advantage of the present invention 

45 is a computer network and equipment monitoring system 
and method with the ability to control an external load from 
either a remote or local location. 

It is to be understood that both the foregoing general 
description and the following detailed description are exem- 

50 plary and explanatory only and are not restrictive of the 
invention as claimed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present inven- 
55 tion and the advantages thereof, reference is now made to 
the following description taken in conjunction with the 
accompanying drawings in which like reference numerals 
indicate like features and wherein: 

FIG. 1 shows a typical server room layout that can be 
60 monitored using the method and system of the present 
invention; 

FIG. 2 is a conceptual diagram showing a typical instal- 
lation of an embodiment of the system of the present 
invention; 

65 FIG. 3 illustrates the capabilities of one embodiment of 
the computer network and equipment monitoring system of 
the present invention; 
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FIG. 4 illustrates the capabilities of another embodiment 
of the method and system of the present invention; 

FIG. 5 illustrates the capabilities of another embodiment 
of the method and system of the present invention; 

FIG. 6 illustrates another embodiment of the computer 5 
network and equipment monitoring method and system of 
the present invention; 

FIG. 7 is a conceptual block diagram of an embodiment 
of the computer network and equipment monitoring system 1Q 
of the present invention; 

FIG. 8 is a simplified box diagram of the architecture of 
the embodiment of the present invention shown in FIG. 6; 

FIG. 9 is a circuit schematic of humidity sensor 52 of FIG. 
7; 15 

FIG. 10 is a circuit diagram of air flow sensor 54 of FIG. 

7; 

FIG. 11 shows the physical layout of various embodi- 
ments of the present invention; 

FIGS. 12A, 12B, 12C, and 12D show various views of the 20 
sheet metal housing of an embodiment of the present inven- 
tion; 

FIGS. 13A, 13B and 13 C show front, top, and side views, 
respectively, of the sheet metal housing of an embodiment of 2 5 
the present invention; 

FIG. 14 is a top level flow chart diagramming the opera- 
tion of an embodiment of the computer network and equip- 
ment monitoring method of the present invention; 

FIG. 14A represents a flow chart of the process alarm 30 
conditions of the present invention. 

FIG. 15 is a flow chart diagramming the initialization 
process of the monitoring method of this invention shown in 
FIG. 14; 

35 

FIG. 16 is a flow chart diagramming the steps of the 
method of this invention for retrieving configuration set- 
tings; 

FIG. 17 shows a typical HTML response to a status 
request as provided by the method and system of this 40 
invention; 

FIG. 18 is a flow chart diagramming the response of the 
system and method of this invention to an HTTP request; 

FIG. 19 is a block diagram illustrating the signal process- 
ing steps of the method of this invention; 45 

FIG. 20 is a screen shot of a typical web page generated 
using the monitoring system and method of the present 
invention; 

FIGS. 21A and 21 B show a typical alarm email and 5Q 
scheduled report email generated using the method and 
system of the present invention; and 

FIG. 22 represents a flow chart of the system operation of 
the present invention. 

DETAILED DESCRIPTION OF THE 55 
INVENTION 

Preferred embodiments of the present invention are illus- 
trated in the FIGUREs, like numerals being used to refer to 
like and corresponding parts of the various drawings. 60 

The method and system of the present invention can 
provide a simple, reliable, easy to manage and low-cost 
means for monitoring a network and the physical environ- 
ment housing the network. Various embodiments of the 
present invention can provide one or all of physical envi- 65 
ronment monitoring, monitoring of individual component 
parts, video imaging of the physical space housing a server 
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system, internet or Intranet connectivity and telephone-line 
notification. The method and system of the present invention 
can be implemented in data networks of very large compa- 
nies with large network operation centers and deployed 
worldwide networks, to small companies with one internet 
server or a single computer room. In particular, the low cost, 
low maintenance, internet connectivity, and ease of use of 
the method and system of the present invention make it 
ideally suited for the currently under-served smaller network 
market. 

FIG. 1 shows a typical server room layout that can be 
monitored using the method and system of the present 
invention. Server room 10 includes racks 12, which can hold 
different types of devices ranging from expensive server- 
grade computing units to bridges, routers, uninterruptable 
power supplies, and telephone equipment. Communications 
lines to connect to the internet and to a telephone system can 
connect into racks 12, Typically, a heating, ventilation and 
air conditioning system 14 provides recirculation of cooled 
air through server room 10 and can be controlled by ther- 
mostat 18. Server room 10 can also include a smoke alarm 
16 to indicate the presence of a fire or smoking equipment. 
Different embodiments of the system of the present inven- 
tion can be used to monitor server room 10 by being placed, 
for example, on wall 20 in a position to monitor the contents 
of server room 10. 

FIG. 2 is a conceptual diagram showing a typical instal- 
lation of an embodiment of the system of the present 
invention. Climate bot 28, comprising one embodiment of 
the method and system of the present invention, can connect 
via a standard ethernet connection to bridge router 26. 
Ethernet connection to bridge router 26 can be an RJ45 to 
category 5 network wiring connector. Company web server 
30 is connected to bridge router 26 and, through bridge 
router 26, can be connected to an internal client 24 on a 
company intranet or to an external client 22 via the internet. 
External client 22 can connect to climate bot 28 via a dial-up 
internet connection or other internet connection to obtain the 
status of server room 10 monitored parameters. In a similar 
manner, internal client 24 can access climate bot 28 VIA an 
internal company intranet connection through bridge router 
26. FIG. 2 illustrates the local and remote access capabilities 
of the method and system of the present invention imple- 
mented as climate bot 28. 

Many modern computers and computer peripheral equip- 
ment have the capability to permit monitoring of various 
system parameters, such as the on/off status of fans, pro- 
cessor temperatures, various system voltages, and other 
system parameters. With the appropriate software and com- 
munications links, such systems can be queried for these 
various parameters. The method and system of the present 
invention can perform these monitoring functions. The sys- 
tem of the present invention can comprise a small, low-cost, 
self-contained, simple-to-install unit made from industrial 
construction materials. Various embodiments of the present 
invention can provide various levels of monitoring, 
notification, and video imaging. The embodiments of the 
present invention can be wall-mounted within server room 
10 of FIG. 1 in a position to both monitor the environmental 
parameters of server room 10 and to connect to a company's 
computer network to monitor various parameters of the 
computer network. 

The embodiments of the present invention can comprise 
a complete and self-contained "micro" web-server with its 
own URL and static IP address on the internet, and can 
connect to a company's network, and through that computer 
network to the internet, via a standard connector such as an 
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Ethernet connector. A unit comprising the system of the interface. Both units can be accessed, configured, and main- 
present invention can have its own worldwide web address tained via the internet using standard HTML. Unlike in prior 
and deliver a web page to users accessing the unit. The art computer network monitoring systems, extensive per- 
various embodiments of the present invention can be HTML sonnel training is therefore not required. Video climate bot 
compliant, provide email and/or phone notification, and 5 34 can provide the administrator of a large network system 
essentially comprise an internet site. with various geographically distinct server rooms 10 s with 
^ .„ . . ... . . , ,. - the ability to tour the server rooms remotely, via the internet 

FIG. 3 illustrates the capabilities of one embodiment of nr _ ■ .r' . , . , , , ^ nn • n „ fl ' f a * „ f # . „ 

, r . . „ or an intranet, and be able to see an image ot each or those 

the computer network and equipment monitoring system ot «. j • • ♦ ♦ n _ 

. . _.. 7 £ - A c -» server rooms. The system administrator can likewise mom- 

the present invention. Climate bot 30 of FIG. 3 can provide . .\ . aa , * 

f. , ... r t im tor the environmental conditions in each of the server rooms 

continual monitoring of a server room 10 s environmental 1U . . , , «- . ... , , . . u ■ n 

& . , . , quickly and efficiently, without having to physically visit 

parameters. For example, climate bot 30 can provide con- T ^ Qm 

tinuous monitoring of temperature, humidity, air flow, and \ 

the presence of smoke within server room 10. Climate bot 30 *} G - 5 Pirates the capabilities of another embodiment 

can report the status of the parameters that it is monitoring ot * he computer network and equipment monitoring method 

, „ ., „. i„+™ a f „. a „ t : n „ n „ is and system of the present invention. Net bot 40 can nave the 

via a web page, email, or paging. Internet connection 32 can i5 * . y t A . 

connect climate bot 30 directly to the internet or to another ^functionality as video climate bot 34 of FIG. 4 and can 

computer network and through that computer network to the additionally P/°vide the capability to detect a power failure 

internet. A user can set alarm points for the parameters ° r loss ° f ., an IP connection wrthm a computer network and 

monitored by climate bot 30 using a simple HTML web page the capability to provide dial-up telephone notification of the 

interface. Climate bot 30 of FIG. 3 can be configured as only 20 occurrence of these conditions. Net bot 40 can provide 

an environmental monitoring system. However, climate bot a 8 ents , t0 momtor ^d continuously detect if an internet 

30 can be upgraded to include agent ("bot") functionality. connection is active and if the main power grid serving the 

. , e , u- . .u . u a* .• ,„ network is on. If an internet connection, or mam power, is 

Agents are software objects that can be used to investigate , , . , ' 

»_j „..„.. „„ „ t , u „ ,„ „„»,.° i, lost, net bot 40 can dial out via telephone connection 42 to 

and query individual components or the computer network .' , ..... c *<. , e , e 

. . . • • . , j u • i _ . _ 71 mform a system administrator of the loss of power or loss of 

to determine their status and some physical parameters. 25 , . ' , . , *, , 

/ , , the internet protocol connection. Dial-up telephone notifi- 

FIG. 4 illustrates the capabilities of another embodiment cation yja telephone conn6 ction 42 can serve as a failsafe in 

of the computer network and equipment monitoring method me eyent ma , ne , ^ 4 „ cannQt ^th the 

and system of the present invention. Video climate bot 34 m administrator via the mternet through an ema il. As 

incorporates a video imaging system, such as a CMOS wilh climate bot 30 of FIG 3 and video c i imate bot 34 of 

imager, to provide images of server room 10 Video climate F , G 4 ^ bo( ^ Qf mQ s can be upgraded easily t0 

bot 34 can be mounted on wall 20 so as to provide an idc t ^^my to monitor the various param . 

unobstructed view of the entrance to server room 10, or any etefs of a uter networ k. 

other portion of server room 10. Video climate bot 34 can anothef embodiment of me ter 

have all of he same functionality of climate bot 30 of FIG. network and ui monitoring method and systerrj of 

3, but can also provide video imaging circuitry and circuitry ^ , Net bot 40 of no. 6 can have SN MP, 

for sensing an external influence, such as the opening of DMI and m access fof internal moQitori Like 

door 36. A sensor 38 can monitor door 36 and provide a eat network monjtors> net bot 40 can riodi . 

signal to video climate bot 34 upon, for example, the call / check for SNMp u Windows m traps , and BIOS 

opening of door 36. Sensor 38 can be any type or sensor, , , rc t , . m , . . . . ^ tU „- 

* . 6 • , , •-, * 1 40 alerts, and can notify the system administrator or their 

such as a magnet.c sw.tch that can provide a signal upon he occurreDCe common functions of net bot 40 can include 

occurrence of a preset condition. Sensor 38 can be connected ^ ^ Qn/off status of both cpu fans and other tem 

to video climate bot 34 by hard wiring, or through a wireless c * T . . . , , . A , * . e 

f & f ans> fjpij temperature checking, and checking of the con- 
in er ace . ditions of various disk drives. Net bot 40 can support various 

In one embodiment of the present invention, video cli- 45 prot ocols, including SNMP (simple network message 

mate bot 34 can be set to receive an input signal from sensor pro tocol). Net bot 40 can launch software agents that can 

38 indicating that door 36 has been opened. Video climate determine the operating condition of system routers, bridges, 

bot 36 can be configured to wait a pre-set amount of time uninterruptable power supplies, etc. If the agents find a stuck 

(for example, one second) following the opening of door 36 diskj for example, on a server, they will log it as a fault, 

and take a video image of server room 10. The video image 5Q When a fault fe detected) agents of net bot 40 can return that 

can be transmitted to a system administrator to indicate the condition to net bot 40 in java language, and net bot 40 can 

presence of an external influence, such as a person, entering generate an email message reporting the malfunction. Net 

server room 10. Video climate bot 34 can thus be used as an bot 40 can be con fig Ure d to maintain an email list of all 

additional security measure and record-keeping device to personnel the system administrator wants net bot 40 to 

track personnel access into server room 10. Video climate 55 notify Net 5ot ^ caD also be configured to, after waiting a 

bot 34 and sensor 38 can also be used to indicate the certain amount of time foUo wing email notification, page the 

presence of other external influences beyond personnel system administrator or other personnel, 

access to server room 10. Beyond receiviog not i fica tion via email of a fault, a 

Video climate bot 34 can be slightly larger than climate system administrator, or other user, can obtain real-time 

bot 30 of FIG. 3 to accommodate a video imaging system. 60 reports of environmental conditions and equipment condi- 

Each time that a web page maintained by video climate bot t ions in a server room via an internet connection to net bot 

34 is accessed, a new image can be captured and transmitted 40. Additionally, if, like video climate bot 34, the embodi- 

to the user. Video climate bot 34 can also provide streaming men t of the present invention being used by a system 

video or truce frame (still frame) over to the user. administrator provides video, a current video image of the 

Climate bot 30 of FIG. 3 and video climate bot 34 of FIG. 65 monitored server room 10 can also be viewed via the 

4 can both provide information relating to the various internet. A system administrator can configure net bot 40, 

parameters they are monitoring through a simple HTML climate bot 30, or video climate bot 34 to provide only the 
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information the system administrator is interested in receiv- 
ing. In this way, the interface of the embodiments of this 
invention can be kept as simple or as complex as a system 
administrator requires. Any of the embodiments of the 
present invention can be upgraded via software that can be 
downloaded from the internet. 

Another embodiment of the computer network and equip- 
ment monitoring method and system of the present invention 
can be mounted within a component rack, such as rack 12 of 
FIG. 1. This "rack bot" can provide the same functionality 
as climate bot 30, video climate both 34, or net bot 40, but 
in a smaller package that can be mounted internal to a rack 
12. In this way, individual components within a rack 12 can 
be monitored and a web page provided for each component 
monitored by a rack bot. One use for a rack bot according 
to the teachings of this invention could be, for example, to 
monitor individual components of companies or individuals 
that lease out space within another company* s rack for their 
own servers or other components. Using a rack bot, the 
individual or company renting space within someone else's 
rack could independently monitor their equipment. Rack 
bots can be mounted inside of a rack using, for example, 
Velcro or some other attachment method. 

Each of the embodiments of the computer network and 
equipment monitoring method and system of the present 
invention described above can be stand-alone units config- 
ured and maintained by a system administrator. However, 
they can also be easily incorporated into an existing moni- 
toring system to complement or augment that system. This 
is possible because the embodiments of the present inven- 
tion can be object properties and can be accessed as such. 

The embodiments of the present invention shown in 
FIGS. 5 and 6 illustrate the capability of this invention to 
launch agents or bots from a satellite platform. Typically, 
agents for monitoring a computer system's performance are 
resident on the system. These agents typically can be made 
to perform their function and then can be placed in a "sleep" 
mode. Prior art platforms thus typically invoke agents and 
receive information from agents on the platform itself. The 
embodiments of the present invention, in contrast, can 
invoke agents resident on a system, such as a computer 
network, from a remote satellite position. They can invoke 
the system's own agents remotely, receive information from 
the agents, and pass the information to a user. Furthermore, 
net bot 40 of the present invention and other embodiments 
of the present invention, can be upgraded with support for 
new agents to query new equipment that is added to the 
network. In this way, net bot 40 and the other embodiments 
of the present invention can be kept current and can be used 
to monitor equipment that is newly added to an existing 
computer network. 

FIG. 7 is a conceptual block diagram of an embodiment 
of the computer network and equipment monitoring system 
of the present invention. Circuit 50 contains video imager 52 
for receiving and capturing images of the monitored server 
room or other space, temperature sensor 60 for sensing 
temperature within the space, humidity sensor 62 for moni- 
toring relative humidity, and air flow sensor 54 for moni- 
toring the status of cooling air flow within the monitored 
space. This sensor circuitry also can process environmental 
information received to help eliminate noise and make the 
information more useful to microprocessor 72. Analog 
amplifier 58, image logic module 56, and image buffer 64 
combine to receive, translate, process and forward the 
images captured by video imager 52 to the system web site. 
Analog- to-digital converter 66 converts the analog signals 
received from the various sensors to their digital equivalent 
for microprocessor 72. 
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Microprocessor 72 is the central circuit element with 
which all other circuit components interface. Microproces- 
sor 72 can be a Dallas Semiconductor 80C390 microcon- 
troller. Memory modules 68 and 70 are used to store both 

5 persistent and temporary information required by the sys- 
tem. Line interface 76 and internet interface 74 provide the 
interface between microprocessor 72, telephone module 80 
and ethernet RJ45 connector 82. Analog-to-digital converter 
66 converts the analog signals received from the various 

10 sensors to their digital equivalent for microprocessor 72. 
Five-volt power supply 78 can receive and transform elec- 
trical power from a wall -mounted receptacle to power circuit 
50. Humidity sensor 52 and air flow sensor 54 are described 
in more detail below. 

15 FIG. 8 is a simplified box diagram of the architecture of 
the embodiment of the present invention shown in FIG. 6. 
Sensors 54, 60, 62, 84, and 86 interface to the analog-to- 
digital converter 66 which converts the signals for use by the 
microprocessor. 

20 The solid state imager 52 is a VLSI Vision 5300 CMOS 
imager and incorporates the auto-imaging algorithms 56. 
The algorithms include gamma correction and anti- 
blooming and are included because any solid-state cameras 
do not incorporate these algorithms in hardware, so if there 

25 is a need to implement these in software if another camera 
is to be chosen. Buffer 64 and Parallel Interface 65 provide 
the necessary logic to interface directly to the CPU's data 
bus. 

MHD Y Clock 92 is a battery powered real-time clock that 

30 maintains a clock for the system that provides time in hours 
and minutes as well as months, days and years. The clock 
used is a Dallas Semiconductor DS1315. 

The 5VDC power supply 78 is generated from a typical 

35 wall supply that converts 120V to a regulated 5V. The power 
fail detector 88 can be integrated as part of the power supply 
or detected from an external source such as an uninterrupt- 
able power supply. This sensor detects the failure of the 
supply from the utility company and provides a means of 
switching the device to battery power 90 as well as notifying 
the CPU of the power failure. 

The SNMP client 106 implements the common functions 
necessary to query the status of external devices such as 
routers, bridges, and uninterruptable power supplies. The 

45 necessary functions for SNMP clients is defined by the IETF. 
The email generator 104 is a standard SMTP client that 
generates MIME compliant email. Like SNMP, the stan- 
dards for this type of program is documented in a number of 
documents issued by the IETF. 

50 The alarm rules 102 are the set of conditions specified by 
the user of the device. When any of these conditions is true, 
the ClimateBot engine 100 will generate an email via the 
email generator 104. This email will be sent to a specified set 
of recipients. 

55 The ClimateBot Engine 100 provides the integration of all 
the other parts of the device. It generates the HTML pages 
using information provided by sensors 54, 60, 62, 84, & 86, 
the camera, and the SNMP client 106. It also monitors the 
alarm rules 102 for error conditions, 

60 The ClimateBot engine communicates via one of two 
means. It can communicate using a standard lOBaseT eth- 
ernet 94 or it can communicate using a telephone lien 
interface 112, The choice of communications channel does 
not change how the ClimateBot engine communicates with 

65 the outside world. The device still routes its messages 
through a TCP/IP slack 96 which in turn routes the message 
either to the ethernet driver 94 or through the PPP driver 
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108, serial interface 100 and on to the telephone module 112. 
The PPP (point-to-point) driver 108 is a standard means of 
using a communicating over a serial link reliably. It is well 
documented in IETF standards. 

The family of NetBotz, ClimateBots may be powered by 5 
using power existing on the ethernet cable either in the form 
of data or power on the cable. The data signals will be 
received and averaged to supply a continual source of 
voltage and current to the Netbot or ClimateBot device. 
Thus eliminating the need for external power supplies. The 1Q 
device shall receive the data and use an appropriate amount 
of power from ethernet data signal or power signal such as 
to not disturb the signaling capacity of the line only to use 
the excess capacity of the signal lines. 

FIG. 9 is a circuit schematic of humidity sensor 52 of FIG. 
7. Humidity sensor 52 is used to sense the relative humidity 
of the air within a space. Humidity sensor 52 includes 
relative humidity sensor chip 202, which can consist of a 
ceramic plate that shrinks or expands with changes in 
relative humidity. The shrinking and expanding generates an 
electrical signal proportional to relative humidity. Humidity 20 
sensor 52 operates under well-understood principles of 
electrical circuitry to provide an indication of relative 
humidity. A person of average skill in the art can understand 
and reproduce the functionality of humidity sensor 52. 

Humidity sensor 52 is comprised of five parts: an 
oscillator, a lowpass filter, humidity sensor chip 52, and two 
peak detectors. The oscillator subcircuit can consist of 
resistors r3, r5, r7, and rl5, capacitor c6, and op-amp U1B. 
This subcircuit produces a square-wave with a nominal 3Q 
frequency of 1 khz. The square-wave signal is lowpass 
filtered using a two-stage lowpass filter. The first stage 
consists of resistor rl6 and capacitor c4. This is a passive 
filter, so the output is slightly attenuated. The second stage 
of the filter has some gain to make up for the attenuation of ^ 
the first stage. The second stage of the lowpass filter consists 
of resistors rlO, rl7, capacitor c7, and op-amp U1A. This 
lowpass filter provides a waveform shaping function. The 
output of the lowpass filter approximates a sinusoidal wave- 
form. 

40 

The output of the lowpass filter passes directly to humid- 
ity sensor chip 202 as well as to a first peak detector. 
Humidity sensor chip 202 can be a Figaro Engineering NH-2 
humidity sensor. Humidity sensor chip 202 attenuates the 
amplitude of the input sinusoid waveform based on the 45 
relative humidity. The output of humidity sensor chip 202 
passes to the second peak detector. 

The first peak detector, consisting of diode D2, capacitor 
C3, and resistor R19, provides an estimate of the amplitude 
of the humidity sensor input. Likewise, the second peak 50 
detector, consisting of diode Dl, capacitor CI, and resistor 
Rl, estimates the amplitude of the humidity sensor output. 
The relative humidity is determined by computing the ratio 
of the output amplitude to the input amplitude. 

FIG. 10 is a circuit diagram illustrating the air flow sensor 55 
54 of FIG. 7. Air flow sensor 54 essentially acts as an 
air-on/air-off indicator. Air flow sensor 54 is comprised of a 
"hot wire" anemometer circuit and a differential amplifier. 

The anemometer circuit can consist of resistors R6 and 
R9, potentiometer R8, and two thermistors 302 and 304. 60 
Thermistors 302 and 304 vary resistance with temperature. 
The anemometer components can be placed in a classic 
'wheatstone bridge* configuration. Each leg of the bridge 
contains one of the resistors and one of the thermistors. One 
of the legs also includes potentiometer 306. 55 

Thermistor 302 is mounted near the opening of, for 
example, net hot 40 and is exposed to the environment being 
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monitored. Thermistor 304 should be mounted such that it is 
shielded from the air flow, such as within the outer casing of 
net bot 40. 

When no air flow is present in the space being monitored, 
both legs of the bridge will have equal resistance except for 
a small difference due to component tolerances. Potentiom- 
eter 306 can be used to compensate for this difference. When 
air flow is present, thermistor 302 will change its resistance 
because the air flow changes the temperature at thermistor 
302. Thermistor 304 will not change because no air flow 
reaches it. 

The voltage across each of thermistors 302 and 304 passes 
to the inputs of the differential amplifier. The differential 
amplifier amplifies and filters any difference between the 
thermistor 302 and 304 voltages. The filter operation limits 
the effect of any fast changes in temperature that would not 
be due to air flow. The amplified differential voltage pro- 
vides a signal indicative of air flow. 

Air flow sensor 54 can be used to inform a system 
administrator if the air conditioner blowers have failed in a 
given space. Typically, air registers in a server room blow air 
across the ceiling and down the room walls, so the location 
of net bot 40 on a wall is a good location to determine 
whether air flow is on or off. Air flow sensor 54 need not be 
calibrated to indicate flow in any given units, but can be if 
desired. Neither air flow sensor 54 nor humidity sensor 52 
need be recalibrated and hence are essentially maintenance- 
free components. 

Returning now to FIG. 7, temperature sensor 60 can be a 
standard off-the-shelf temperature detector and is typically 
accurate to within a degree. Smoke detector 84 can be a 
microphone with a notch filter. The notch filter of smoke 
detector 84 can be calibrated to detect only frequencies 
typically associated with smoke detector alarms in build- 
ings. All other sound frequencies can be excluded, and 
smoke detector 84 will only generate an alarm condition 
signal if the frequencies associated with a smoke detector 
alarm are detected. Smoke detector 84*s functionality is 
especially useful in applications where smoke detector 
alarms are self-contained, battery-operated units. Configu- 
ration of smoke detector 84 eliminates the need for running 
wiring between a smoke detector alarm and any embodiment 
of the computer network and equipment monitoring system 
of the present invention. Sensor 86 of FIG. 8 can be an 
external sensor, such as a magnetic switch connected to a 
door leading into a server room, and can provide a signal 
when the door is opened. 

FIG. 11 shows some of the embodiments of the present 
invention as described above. Climate bot 30 is shown with 
four LEDs 252. LEDs 252 can indicate, for example, that 
temperature and humidity are within limits, or can be used 
as a "heartbeat" indicating that the unit has power and is 
operational. A front view of climate bot 34 is also shown 
with four LEDs 252 and video imager 254. One variation of 
net bot 40 is shown without LEDs 252, but having video 
imager 254. Rack bot 250 is shown with video imager 254. 
Although only a few embodiments of this invention are 
shown in FIG. 11, various combinations that have not been 
described are possible. Features from one of the embodi- 
ments of the present invention can be combined with the 
features of another embodiment to form a new embodiment. 

FIGS. 12A, 12B, 12C, 12D show various views of the 
sheet metal housing of, for example, climate bot 30. 
Although particular dimensions and locations of slots, 
perforations, notches and indentations are shown, these are 
illustrative only and various other dimensions and combi- 
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nations of such slots, perforations, notches and indentations 
are possible. FIG. 12A is a front view of climate bot 30' s 
housing, FIG. 12B a top view, and FIG. 12C a side view. 
FIG. 12D shows a full frontal view of the housing with the 
accompanying lettering that can be placed on the surface of 5 
the housing. FIG. 12D also shows the spaces on the housing 
that can be made available to record the URL address 260 for 
a given unit, as well as the email address 262 that can be 
programmed into the unit for email alerts. 

FIGS. 13A, 13B and 13C show front, top, and side views, 10 
respectively, of the sheet metal housing of, for example, 
video climate bot 34 of FIG. 4. As in FIG. 12, the views in 
FIG. 13 are illustrative only, and the dimensions shown can 
be changed to fit different embodiments of the computer 
network and equipment monitoring system of the present 15 
invention. FIGS. 13A shows video climate bot 34's sheet 
metal housing with opening 270 to accommodate video 
imager 254. 

An embodiment of the computer network and equipment 
monitoring method and system of the present invention 20 
incorporating micro web -server technology and video imag- 
ing technology as described above could be used, for 
example, in an on-line auction type environment. This could 
allow, for instance, the placing of goods for auction on a site 
such as eBay by creating a link to the web site of a 25 
micro- web server according to the teachings of the present 
invention. Someone visiting the auction site and wishing to 
bid on the offered goods could click on the link and get a 
real-time image of the goods offered for sale. This can 
eliminate the problems of prior art methods that required 30 
someone offering goods for auction on line to take a digital 
picture, or digitally scan a regular picture, store the resulting 
image on their home page or local site, and hot link to the 
stored image. ^ 

This embodiment of the present invention can be as 
simple as the self-contained micro web server described 
above with a digital camera and an ethernet connection to 
the internet. Real-time video images could thus be sent to 
on-line users to provide an image of goods offered for sale 4Q 
or that are to be monitored. In this way, a very small 
computer of limited memory can be used as a net-cam URL 
generator to provide essentially real-time images via cre- 
ation of a unique web site that can be accessed remotely. 
This method requires the use of an embedding process for 45 
response generation, whereby a user clicking onto the web 
site causes a still image to be captured by the camera of this 
embodiment of the present invention and forwarded to him 
or her. 

Returning now to FIG. 7, microprocessor 72 of FIG. 7 can 50 
be a TIN! (tiny internet interface), a virtual machine devel- 
oped and sold by Dallas Semiconductor as described above. 
Dallas Semiconductor's TINI is a compact circuit board or 
chip set that incorporates the latest in low-cost embedded 
java technology. Using TINI, it is possible to develop java 55 
applications quickly and easily to provide an internet or 
intranet interface for the system of the present invention. 
Combined with a simple web server application, micropro- 
cessor 72 can become a very small Java web server. In this 
way, the machinery and the network can be melded into a 60 
single entity. The system of the present invention can thus 
talk to a computer network by use of a specialized java data 
language and the improved processing capabilities provided 
by microprocessor 72 while maintaining low cost. 

llie high level of integration incorporated into micropro- 65 
cessor 72 allows software developers to write efficient, 
I/O-intensive Java applications. In typical applications, 
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microprocessor 72 can control and monitor attached equip- 
ment and transfer collected control and status information 
over a computer network as described above. Microproces- 
sor 72 *s three-chip set consists of a microcontroller, flash 
memory containing the firmware, and an ethernet controller. 
The microcontroller integrates serial, parallel 1-wire, and 
controller area network (CAN) ports, with extra pins for 
controlling optional devices such as relays and indicator 
LEDs. Microprocessor 72 can address up to four megabytes 
of RAM and 512 kilobytes flash memory. An integrated 
real-time clock enables time stamping and time-dependent 
functionality. For security sensitive applications, a physi- 
cally secured coprocessor with advanced cryptographic 
capabilities can be made available. 

Microprocessor 72 of the present invention is optimized 
to accommodate the embedded java environment. The 
microcontroller supports 24-bit addressing and 8/32-bit 
CPU/ALU and high clock rates of approximately 60 MHz 
and other java enhancements. Microprocessor 72's I/O ports 
include Ethernet 10 base T interface, dual 1-wire net 
interface, a CAN interface, a dual serial port (one RS232 
level and one+5V level), an I 2 C port, and an expansion bus 
allowing nearly unlimited parallel ports and miscellaneous 
digital and analog I/Os. The software platform on which 
microprocessor 72 runs is embedded Java implemented in 
firmware that is programmed in the flash memory and can be 
upgraded as necessary. 

Microprocessor 72 includes a java virtual machine (VM/ 
API), a multi-tasking, real-time operating system (RTOS), 
and a TCP/IP networking stack. The java virtual machine on 
microprocessor 72 conforms to Sun's Embedded Java™ 
platform. Various Java packages can be embedded in micro- 
processor 72's flash memory. An additional advantage of 
using a java processor is that the system of the present 
invention can eventually be migrated to cheaper processors 
as they become available, without having to re-write the core 
software. 

A further advantage of the computer network and equip- 
ment monitoring method and system of the present invention 
is that it can be powered directly through an Ethernet 
connector as an alternative to wall-mounted transformer. 
Typically, an Ethernet cable carries a large voltage in order 
to move data between network components. The voltage 
generated to move data along an Ethernet cable is generally 
much greater than is necessary, and the excess generally 
resolves itself as heat in the network inductors. The com- 
puter network and equipment monitoring method and sys- 
tem of the present invention can use the excess voltage and 
current flowing through an Ethernet cable to power itself. 
For example, the excess current generated by the excess 
voltage in the ethernet cable can be used to charge a 
rechargeable battery on a wall-mounted unit. Additionally, 
microprocessor 72 can be placed into a stand-by mode to 
conserve power. 

The present invention is fully programmable in an HTML 
format using HTML forms. Programming can be performed 
locally or remotely through a web interface. The various 
monitored parameters can be configured through a web 
interface, as can the alarm setpoints. Unlike in current 
network management systems and methods, network man- 
agement can be accomplished through a simple and easy- 
to-understand web interface. 

The embodiments of the present invention can be config- 
ured to, locally or remotely, operate an external load through 
an internet or intranet interface in response to a preset 
condition or in response to a command from a system 



04/01/2004, EAST Version: 1.4.1 



US 6,71 

15 

administrator. For example, auxiliary A/C units could be set 
to turn on when the room temperature reaches a p re-set limit. 
The present invention can include one or more binary 
(on-off) outputs connected to one or more relays that can 
control an external load or loads. The loads can be high 
voltage loads. 

An RF (radio frequency) output, or other wireless output, 
can also be incorporated into any of the embodiments of the 
present invention to allow a wireless call to such an external 
load. Furthermore, it is possible to load a 64-bit encoded 
chip onto the circuit board of any of the embodiments of the 
present invention to provide encryption and password secu- 
rity. Privacy protection in the form of a private key and a 
public key can be provided. The present invention can also 
include additional outputs to provide audible alarms or for 
interfacing to other proprietary monitoring systems. 

The embodiments of the present invention can provide a 
low-cost, reliable, self-contained web server using 
industrial-grade embedded processes and commercial-grade 
semiconductors. The present invention can be manufactured 
with no moving parts, increasing its reliability. The present 
invention can also, using a central data collection java 
program, automatically scan and store multiple sites for an 
IT manager to allow the IT manager to avoid looking 
through emails from past condition reports or trend analysis. 

The present invention searches for equipment that is 
either on or off line and uses the static IP address, among 
other identifiers, to address and locate the device. The search 
can provide the IT manager with information, such as device 
availability, capacity, and inventory, as well as gathering 
information for the analysis and creation of trend lines. The 
trend lines may be used by the IT manager to perform 
maintenance or to schedule replacement of failing or suspect 
devices in an orderly and efficient manner. 

It should be noted that the present invention is self- 
contained and does not need to be connected to or integrated 
with the users system or cpu. The present invention can be 
linked up with one or more of the users system via 
standalones, laptops or any other cpu to take advantage of 
any additional functionality that those systems might 
provide, although it is not necessary for the implementation 
and operation of the present invention. 

The web interface of the computer network and equip- 
ment monitoring method and system of the present invention 
provides the ability to manage agents from any web browser, 
from across the room or across the globe. The self-contained 
web servers in each embodiment of the present invention 
can create their own web site. The embedded web server of 
this invention can thus be managed and configured from a 
standard web browser. End users therefore need not install 
new software on their systems or train their staff on how to 
use the system. A monitored space's condition can thus be 
quickly access via a web browser. 

The various embodiments of the present invention can 
report static and dynamic system-critical events logged by a 
system's files and can provide an integrated user interface 
that can be launched from IT enterprise management 
(ITEM) applications. Various embodiments can provide 
alert redirection to stations and management consoles of 
other monitoring systems, such as HP Open View. The 
present invention can also provide management of 
on-equipment display devices such as local LCD panels. The 
present invention can also be DMI compliant and support 
SNMP traps. The various embodiments of the present inven- 
tion can also support LM75/78/79 and other health devices, 
devices on ISA, SM Bus and 12C Bus and can provide DMI 
event generation on status changes. 
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The present invention can comprise a device having an 
embedded processor connected to a temperature sensor, 
humidity sensor and air flow sensor that can be programmed 
to report the values of these physical parameters via an 

5 HTML interface. The present invention can be configured to 
generate email messages and paging notification events 
when one or more parameters exceeds a user configurable 
threshold value. The system of the present invention can be 
configured via an HTML interface. Furthermore, the present 

10 invention can include an image capture device, such as a 
CMOS imager, or other digital camera. Thus configured, the 
present invention can further provide real-time images of a 
monitored space. 

The present invention can store an image from the video 

15 imager in response to a binary (on/off) input when the binary 
input is active. The binary input can be provided by an 
external sensor such as a magnetic door switch. 
Furthermore, the present invention can be programmed to 
continuously investigate the internal condition of numerous 

20 network devices through SNMP, DMI, and SMBIOS inter- 
faces. The present invention can determine the status of fans, 
CPUs and other relevant components and include status 
information, along with the environmental parameters of the 
monitored space, to create a unified HTML or email report. 

25 A user can configure the system of the present invention via 
an HTML interface. 

FIGS. 14-19 are flow charts diagramming the operation 
of an embodiment of the method of the present invention. 
FIG, 14 is a top level flow chart diagramming the operation 

30 of an embodiment of the computer network and equipment 
monitoring method and system of the present invention. At 
step 400, system initialization occurs. The initialization 
process can be run at power-up. The one-time setup of the 
processor, peripherals, and software can be performed at 

35 initialization. 

The top-level of the program of the method of the present 
invention can consist of an infinite loop. Each time through 
the loop, the program can check for network messages. The 
program also contains a clock. This clock can be checked 

40 each time through the loop. When the clock reaches a certain 
time interval, such as a one-second interval shown in step 
404 of FIG. 14, the program can be configured to read the 
sensors, perform required calculations, and check for alarm 
conditions, as discussed below. 

45 

At step 402, the method of this invention continuously 
polls the Ethernet hardware to check for incoming network 
messages. When a network message arrives, the program 
can launch a new process and pass the received message to 

5Q the new process. This new process can act on the message 
based on the message request. 

At step 406, the method of this invention can read the 
temperature and all other channels of the analog-to-digital 
converter once per second, as determined at step 404. The 

55 program computes the temperature in degrees Fahrenheit, 
relative humidity in %, and air flow (on or off). 

The method of the present invention can maintain a list of 
user-specified thresholds for each monitored quantity. At 
step 408, the method checks the sensor readings against the 

60 relevant thresholds to determine if an alarm condition exists. 
The method of this invention performs this check at a preset 
interval, as determined at step 404. The method of this 
invention can generate an email report when one of the 
sensors is outside its corresponding threshold value. 

65 At step 408 the program checks for alarm conditions once 
per second, but can be set for other time periods, but only if 
the program hasn't recognized any alarm conditions in the 
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past 5 minutes. This limiting condition prevents the recipi- network variables are initialized as determined from the 

ents of the email reports that get generated from being configuration file. For example, the system must know its IP 

inundated with one email per second. The program could address in order to receive messages. Similarly, the subnet 

just check for alarm conditions once every 5 minutes; but mask and the gateway IP address of other devices are needed 

this would mean that up to 5 minutes could go by from the 5 to properly route messages to them. To send email, the 

time an alarm condition occurs and the device actually system of this invention must know the IP address of an 

recognizes the condition and tries to notify someone. SMTP (Simple Mail Transfer Protocol) server. An SMTP 

The program next checks the sensor readings against the server is roughly the electronic equivalent of the US Postal 

stored threshold values. A temperature alarm occurs when Service's blue mailboxes. The other network related settings 

the temperature reading is outside the range defined by the io that the method and system of this invention can store are the 

high and low temperature thresholds. Similarly, a humidity network name of the system, the internet domain name in 

alarm occurs when the humidity readings is outside the which the system is implemented, and the list of email 

range defined by the high and low humidity thresholds. An addresses that will receive the alarm reports generated by the 

air flow alarm occurs when no air flow is detected for the system. 

specified period of time. 15 Some of the information stored in the configuration file is 

When an alarm condition occurs, the program then gen- only used as part of an HTML response to a request on TCP 

erates an email message consistent with the standards for port 80. This information includes the system name, the 

email messages set forth by the IETF. An alarm message physical location of the system, and the name of the person 

simply states the sensor causing the alarm and the current in charge oftbe system. Atypical HTML response to a status 

value of that sensor. The email message is then sent to the 20 request is shown in FIG. 17. 

list of recipients that was specified in the administration Stored location 426 is shown in FIG. 17. The remaining 

form and stored in the configuration. values are used in response to a request for administration 

The program can also send the same email message to a data. These values include temperature 428, humidity 430, 

digital pager or email-enabled cell phone. However, because and air flow 432. Temperature can be provided in Celsius or 

the service providers of these communication devices often 25 Fahrenheit units. FIG. 17 also includes email notification 

charge for each email message sent to the device, the addresses 434 to which the report is sent, 

program will only send a message to the designated pager Returning to FIG. 16, at step 424 the method of this 

address once per hour, invention initializes the alarm thresholds for the monitored 

The device may also include software to check external parameters. These user- specified thresholds can be main- 
devices such as routers, servers, or UPS's via the network. tained in the configuration file and can include high 
Such programs are referred to as 'crawlers' or 'bots'. If any temperature, low temperature, high humidity, low humidity, 
of these bots have placed on the device; the program will and 'maximum air off time'. The 'maximum air off time' is 
periodically execute them. These programs will return the the amount of time with no air flow the system will wait 
status of the external device and indicate if any component 35 before the program declares a no air flow alarm, 
on the device has failed. If any component has failed, then FIG. 18 is a flow chart diagramming the response of the 
an alarm email will be generated. system and method of this invention to an HTTP request. At 

FIG. 15 is a flow chart diagramming the initialization step 440, the system determines if a request has been sent to 

process of the monitoring method of this invention shown in TCP port 80. HTTP requests are typically in the form of 

FIG. 14. At step 410, a file containing user-defined settings ^ "Method Filename Version". The 'Method* tells the system 

for the various parameters of the system of this invention is what operation to perform on the 'Filename'. The 'Version' 

accessed to determine the appropriate system variables. tells the program what version of HTTP the requesting 

Those variables can be read and set at system power-on. browser is using. This is all part of the HTTP standard that 

At step 412, hardware peripherals are configured to oper- was drafted by the internet Engineering Task Force (IETF), 

ate as desired. This typically must be performed at power- 45 the organization that controls internet standards, 

up. In particular, the Ethernet controller chip is configured to At step 442, the method of this invention first looks at the 

interface with the microprocessor in 8 bit mode. The analog- 'filename' part of the request. The method will respond to 

to-digital converter is set to provide 16-bit results with requests for filenames "status" or "admin.*' If no filename is 

inputs in the range 0-5 V Other system variables can also be given, the method assumes the request is for the status. If a 

configured. 50 filename is given that is not a "status" request, then at step 

The techniques used by the method of this invention to 444 the method of this invention determines if the request is 

compute humidity and air flow require some digital signal an "admin" request. 

processing calculations. These calculations require a number If the request is a status file request, then at step 446 an 

of buffers to store intermediate values. At step 414, the HTML file is generated similar to that shown in FIG. 17. At 

contents of these buffers are initialized to 0. 55 step 460, the file is sent as output to the user requesting the 

At step 416, the method of this invention creates a TCP file, 

socket on port 80. Software applications that interact with At step 448, if the request is for the administration file, the 

the worldwide web perform many of their transactions on method checks to see if the request came from an authorized 

TCP port 80. Because the system of this invention can user. If the request did not come from an authorized user, an 

behave as a server 'on the web,' a TCP socket on port 80 is 60 HTML response indicating an error will be generated at step 

necessary in some instances. The system of this invention 452. Similarly, an error request will be generated if at step 

will not be visible 'on the web* until this socket is created. 444 the request is not for the admin file. 

The method of this invention can retrieve configuration If the user is an authorized user, then at step 450 the 

settings as shown in FIG. 16. At step 418, a configuration file method of this invention determines if the request 'method' 

is read to determine the values of certain system variables. 65 is either 'gel' or 'post.' If the request 'method' is 'get,' then 

In order to respond to network messages, the system of this at step 454 an HTML form is generated that includes entry 

invention needs to know a number of settings. At step 420, fields for all the configuration settings previously 
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mentioned, as well as a "submit" button. The user requesting The monitoring method and system of this invention can 

the administration information can change whatever infor- check for alarm conditions on a preset time interval. These 

mation he or she chooses and submit the information to the checks can be set to occur only if an alarm condition has not 

system. When the submit button is pressed, the browser occurred within a second preset time interval. This limiting 

(Netscape Navigator or internet Explorer, for example) can 5 condition can be used to prevent the recipients of the email 

generate an HTTP 'post' request for the administration page re P orts ^ S et generated by the system of this invention 

and include with the request the values placed in each of the from bein S inundated with emails. 

entry fields. To determine if an alarm condition exists, the present 

\i/u«„ „ + ■ -a c «u a - - * *• invention can check the sensor readings against the stored 

When a post request is received for the administration a* * i L .i_ 

.u ♦ * i C£ - c „u * , , • i in threshold values. A temperature alarm can occur when the 

page then at step 456 information that represents the va ucs « mUm feadi ^ ^ ^ defined b the ^ 

p accd in the entry fields of the form is parsed off. The values and low temperatur 6 c thresholds. Similarly, a humidity alarm 

placed in the entry fields can be matched to the correspond- can occur when lhe humidity readings fe outside tQe range 

ing variables in the program. These variables are updated defined by the high and low humidity thresholds. An air flow 

and the new configuration is stored. alarm occurs wnen no air flow ^ detected for the specified 

Once the configuration is stored and the program vari- 15 period of time, 

ables successfully updated, at step 458 an HTML response When an alarm condition occurs, the present invention 

can be generated that displays the new settings. This can generate an email message consistent with the standards 

response can then be sent to the user at step 460. for email messages set forth by the IETF. An alarm message 

The system of the present invention can use a Dallas can simply state the sensor causing the alarm and the current 

Semiconductor DS1820 temperature sensor. The tempera- 20 vame f° r that sensor. The email message can be sent to the 

ture sensor provides microprocessor 72 with a number list of recipients specified in the administration form and 

representing the temperature in 0.5C units. This number can stored in the configuration. 

be converted to both units of 0 C. and ° F. There are a number The monitoring system of this invention can also send the 

of other commercially available temperature sensors that can ^ same email message to a digital pager or email-enabled cell 

be used in the system of this invention. phone. However, because the service providers of these 

The system of the present invention can include an communication devices often charge for each email message 

analog-to-digital converter (ADC) 66, which can be a four- sent to the device, the monitoring system of this invention 

channel ADC. The circuitry for the humidity and air flow can be configured to send a message to the designated pager 

sensors is connected to the ADC 66. ADC 66 does not 30 address once per hour to limit expenses, 

generate a conversion until it is directed to do so. The system FIG. 20 is a screen shot of a typical web page generated 

of this invention can, for example, instruct ADC 66 to make using the monitoring system and method of the present 

a conversion once every second. invention. Web page 400 from a typical web browser, such 

The circuitry comprising humidity sensor 62 can provide as Internet Explorer or Netscape Navigator, includes climate 
two signals to compute relative humidity. Two adjustments 35 bot re P ort ^ whicn can comprise table 404 listing the 
to these signals must be made before the humidity value can various measured parameters and their values, and table 406 
be computed. First, the signals are offset by 2.5 volts, so this listin g the current alarm settings for those variables. Image 
value must be subtracted from both of the converted values. 408 can be included using some embodiments of the present 
Second, the voltage drop lost across the diodes in the circuit invention that incorporate a video image to display a real- 
must be added back to the converted values so that an 40 time ima S e of tne s P ace bein S monitored. Additionally, 
accurate humidity value can be computed. The ratio of these destinations for alarm emails can be listed on web page 400. 
two adjusted signals defines an index into a lookup table. A system administrator can also designate additional infor- 
The system determines the relative humidity by retrieving mation to be displayed on web page 400 for any of the 
the value in the table at this index. This value represents the embodiments of the present invention, 
relative humidity as a percent. 45 FIGS. 21A and 21B show a typical alarm email and 

The monitoring system of this invention can derive the scheduled report email that might be sent out by the corn- 
presence or absence of air flow from a signal provided by the P uter network and equipment monitoring method and sys- 
anemometer circuit. This derivation can be implemented by tem of the P resent invention. The emails can include the 
a series of signal processing steps. A block diagram of the date > location, the identity of the micro-web server sending 
signal processing steps is shown in FIG. 19. First, the signal 50 the email > whether any of the parameters being monitored 
is highpass filtered at step 470 to remove slow variations in are in or out of limits » and the current limit settings, 
the signal that might be caused by time degradation of circuit Additional information can be specified by a user for inclu- 
elements or temperature changes that occur on the order of s * on m tne ema il reports. 

hours. The absolute value of the highpass filtered signal is FIG. 22 is a schematic diagram of the flow of the The 

taken at step 472 to remove negative signal swings. Circuit ss device opens a TCP connection to the external device. The 

noise can cause a persistent signal to be present in the specific port may be specified by the manufacturer of the 

absolute value of the highpass filtered signal. This persistent device or the specific protocol (SNMP, DMI, etc. . .) being 

signal can be negated by lowpass filtering at step 474, the used t0 communicate. 

absolute value of the highpass filtered signal and then Query the device. This may be a standard SNMP query as 

subtracting the lowpass filtered signal from the absolute 60 defined by IETF standard for SNMP or it may be DMI as 

value signal at step 476. This resulting signal may falsely defined by the DMTF (Distributed Management Task Force) 

indicate air flow due to abrupt circuit disturbances or even or it may be proprietary to the device, 

humans walking past the device. To reduce the possibility of The device will respond to the query. If the query was 

these false indications, the signal can be integrated at step SNMP, the response will be an SNMP response and must be 

478. When the integrated signal exceeds a fixed threshold at 65 translated for our use. Similarly, if the query was a DMI 

step 486, the system can provide an indication that air flow query, the response will be as specified by the DMI standard 

is present. and need to be translated for our use. 
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If the response indicates that any element of the external 
device has failed or in danger of failing, the program will set 
the corresponding alarm condition for that device. 

Listed below in Table 1 are some typical specifications for 
an embodiment of the computer network and equipment 
monitoring system of the present invention. These ranges 
and specifications are illustrative only and can include 
different values and/or different parameters. 

TABLE 1 



Specifications: 



Tempei 



Sensor: 
Accuracy: 
Relative Humidity: 

Sensor: 
Range: 
Accuracy: 
Response Time: 
Air Speed: 

Range: 
Accuracy: 
Sensor: 
Housing: 
Color: 
Connectors: 

Ethernet: 
Series: 
Power: 
Data Speed: 
Protocol: 

Web page Generation: 
E-mail format: 
Mounting: 

Indicator Lights: 

Web Page Fields Accepted 
by Form: 

Field 1: 
Field 2: 
Field 3: 
Field 4: 
Field 5: 
Field 6: 
Field 7: 
Field 8: 
Field 9: 
Field 10: 
Field 11: 
Field 12: 

Web Page Fields Generated 
at access: 



-55° C. to +125° C. (-67° F. to 257° F.) 
solid state element. 
+/-0.5 0 degree Celsius 



porous ceramic, solid state. 

30% to 90% 

10% 

120 seconds 



0 to 10 cubic feet/minute, non-linear. 
30% 

hot-wire anemometer (thermistor bridge), 
powder coated, 16 gauge aluminum. 
PMS 462 Light Blue, white lettering 



RJ-45 to Cat 5 network wiring 

RJ-11 to serial device (for installation setup), 

6 mm barrel jack for 5 vdc power. 

10 mHz, Ethernet 

TCP/IP 

Netscape 4.0 and IE 4.0 compatible 
MIME, limited to 200 characters 
By 6-38 wood screws (supplied) or double- 
sided tape corner mount (supplied). 
Power On, Temp out of limit, Humidity out- 
of- limit, Air Flow out-of-limit. 



"Room or company name" 
"Contact" 
"URL address" 
"IP address" 

"Primary e-mail address" 
"Secondary e-mail address" 
"Temperature High Limit Setting:" 
"Temperature Low Setting:" 
"Humidity High setting:" 
"Air Flow High setting:" 
"Air Flow IjOw Setting:" 
"Time between routing e-mail reports:* 



Field 1 
Field 2: 
Field 3; 
Field 4: 
Field 5; 
Field 6: 



Temperature (C.) 
Temperature (f.): 
Humidity: 
Air Flow 

Current High Temp Limit 
"Room or company name" 



10 



15 



20 



25 



35 



40 



45 



55 



Although the present invention has been described in 
detail herein with reference to the illustrative embodiments, 60 
it should be understood that the description is by way of 
example only and is not to be construed in a limiting sense. 
It is to be further understood, therefore, that numerous 
changes in the details of the embodiments of this invention 
and additional embodiments of this invention will be appar- 65 
ent to, and may be made by, persons of ordinary skill in the 
art having reference to this description. It is contemplated 



that all such changes and additional embodiments are within 
the spirit and true scope of this invention as claimed below. 
What is claimed is: 

1. An apparatus comprising: 

a sensor configured to detect a physical environmental 
parameter associated with a space, the sensor config- 
ured to generate a sensor signal associated with the 
physical environmental parameter, the sensor selected 
from a group consisting of a temperature sensor, a 
relative humidity sensor, and an air flow sensor; 

a standalone housing physically separate from monitored 
equipment and having space between the hosing and 
the monitored equipment, the housing including: 
at least one microprocessor responsive to the sensor 

and configured to process the sensor signal; 
video imaging circuitry configured to capture an image 
of the space; 

memory coupled to the at least one microprocessor, the 
memory including: 

instructions from processing the sensor signal; 
instructions for processing the image of the space; 
a web server application; 

instructions for generating a webpage including the 
processed sensor signal and the processed image 
of the space; 

a threshold value associated with the sensor signal; 
and 

instructions for initiating a notification signal when 
the sensor signal violates the threshold value; and 
at least one network port, addressable using its own URL 
and static IP address, coupled to the at least one 
microprocessor and configured for communicating the 
webpage over a distributed computer network to a 
remote location for display. 

2. The apparatus of claim 1, further comprising a binary 
input to activate the video imaging circuitry to capture an 
image of the space. 

3. The apparatus of claim 2, further comprising an exter- 
nal sensor, wherein the external sensor provides the binay 
input upon the occurrence of a preset condition. 

4. The apparatus of claim 3, wherein the external sensor 
is a magnetic switch for sensing the opening of a door to the 
space and wherein the preset condition is the opening of the 
door. 

5. The apparatus of claim 1, further comprising instruc- 
tions for generating and forwarding an email status report to 
at least one user. 

6. The apparatus of claim 5, wherein the status report 
indicates that the sensor signal has exceeded a correspond- 
ing threshold value. 

7. The apparatus of claim 6, further comprising instruc- 
tions for generating and forwarding an email alarm report to 
one or more users when the sensor signal exceeds a corre- 
sponding threshold value. 

8. The apparatus of claim 1, further comprising a micro- 
phone. 

9. The apparatus of claim 8, further comprising an audio 
element that generates a signal upon detecting an audible 
alarm. 

10. The apparatus of claim 1, wherein the instructions for 
processing can be updated via the web server application, 

11. The apparatus of claim 10, wherein the instructions for 
processing comprise parameter threshold values. 

12. The apparatus of claim 1, wherein the webpage 
comprises an image display area, a monitored parameter 
display area, an alarm threshold display area, and an appa- 
ratus user information display area. 
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13. The apparatus of claim 12, wherein the apparatus user 
information display area can be configured by a user to 
display customized information. 

14. The apparatus of claim 1, further comprising instruc- 
tions for software agents operable to investigate an internal 5 
condition of a network component, the network component 
accessible via the at least one port. 

15. The apparatus of claim 14, wherein the software 
agents investigate the internal condition of compatible net- 
work components through communication in accordance 10 
with an interface, the interface being an SNMP, DMI, or 
SMBIOS interface. 

16. The apparatus of claim 1, further comprising one or 
more binar outputs connected to one or more relays to 
control one or more external loads, and instructions for 15 
controlling the one or more binary outputs, 

17. The apparatus of claim 16, wherein the external load 
is an air conditioning unit. 

18. The apparatus claim 1, wherein the distributed com- 
puter network comprises a global computer network. 20 

19. The apparatus of claim 1, wherein the distributed 
computer network comprises an intranet. 

20. The apparatus of claim 1, wherein the distributed 
computer network comprises a wireless network. 

21. The apparatus of claim 1, further comprising one or 25 
more connectors to interface with external devices. 



22. The apparatus of claim 1, wherein the distributed 
computer network is accessed via an Ethernet interface, and 
wherein the Ethernet interface has compliant TCP/IP stacks. 

23. The apparatus of claim 1, further comprising a radio 
frequency interface operable to communicate wirelessly 
within the distributed comptuer network. 

24. The apparatus of claim 1, further comprising a radio 
frequency interface operable to communicate with a device 
external to the distributed computer network. 

25. The apparatus of claim 1, wherein the sensor com- 
prises an air flow sensor comprising a hot-wire anemometer 
circuit. 

26. The apparatus of claim 1, wherein the instructions for 
processing operably generate an alarm signal in the event 
that the sensor signal exceeds a parameter threshold value. 

27. The apparatus of claim 1, further comprising instruc- 
tions for generating and forwarding a status report via 
electronic paging. 

28. The apparatus of claim 1, further comprising: 
a power source; and 

a rechargeable backup battery to provide power upon loss 
of the power source. 
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